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Tecgniques use! to igenti!y ‘ive Eosts on a networg. Tgese Scans ge‘p 561361”—

mine which systems are reachable before deeper enumeration.

e Ping Scan: nmap -sn <IP>

e Subnet Sweep: nmap -sn <network>/24

e ARP Scan (LAN): sudo nmap -PR <network>/24
e Disable DNS: -n

Scan Fundamentals
E!ore Nmap options tgat contro‘ VGI"BOSity, Speea, ana gasic scan gegaviour.

These settings influence how quickly and how thoroughly Nmap probes a
target.

e Fast Scan: nmap -F <IP>

e Verbose: nmap -v <IP>

e Very Verbose: nmap -vv <IP>
e Timing Templates: =TO to —-T5

Timing & Performance

E!ontro‘s gow aggressive‘y Hmap sen58 pacgets ana EOW ‘ong 1t walts !or

responses. These options help tune scans for speed or stealth depending on
the environment.

e Max Rate: -max-rate <pps>

e Min Rate: -min-rate <pps>

e Host Timeout: ~host-timeout 30s
e Disable DNS: -n

Port States
Hegnitions useg gy H map to c‘assi!y gow a target responas to proges. Hn—

derstanding these states helps interpret scan results accurately.

® open - service accepts connections

e closed - reachable but no service

e filtered - firewall blocks probes

e unfiltered - reachable but state unknown

o openlfiltered - ambiguous (UDP/NULL/FIN/Xmas)

Top 10 Useful Flags

5 quiCE re!erence to tﬂe mMost !requent|y usea H map options. Tgese %ags

appear in most practical scanning workflows.

e -sS - 5SYN scan

e —sV - service version detection
e -0 - OS detection

e -A - aggressive scan

e —-p- - scan all ports

e -F - fast scan

e -T4 - faster timing

e —sU- UDP scan

e —iL - input list

e -oA - all output formats

About Nmap

\Nmap is a network scanning and enumeration tool used to identify hosts, services, and operating systems. 1t supports multiple scan types, performance tuning,

and a powertul scripting engine.

TCP Scan Methods
Hi%erent TE!E—B&S@Q tecgniques useg to igentigy open, c‘osea, or Mterea

ports. Each method interacts with the TCP handshake in a unique way.

e SYN Scan: nmap -sS <IP>

e Connect Scan: nmap -sT <IP>
e ACK Scan: nmap -sA <IP>

e FIN Scan: nmap -sF <IP>

e NULL bcan: nmap -sN <IP>
e Xmas Scan: nmap -sX <IP>

Enumeration Options
”ptions useg to ga,tger getai‘eg in!ormation agout services, ”g, ang Con1.1 o-

urations. These scans help build a deeper understanding of the target.

e OS Detection: nmap -0 <IP>

e Service Version: nmap -sV <IP>
e UDP Scan: nmap -sU <IP>
e Default Scripts: nmap -sC <IP>

e Full Enumeration: nmap -A <IP>

Common Scan Combos

Frequent‘y usea Comginations tgat Speeg up reconnailssance an! 1mprove

coverage. These presets simplity common scanning workflows.

e Top 100 Ports: nmap -top-ports 100 <IP>
e Full TCP Scan: nmap -p- <IP>

e Version + Scripts: nmap -sV -sC <IP>

e OS + Version: nmap -0 -sV <IP>

UDP Essentials

Rey Commanas !or scanning ”HE services, ngcg Begave 5i%erent‘y !rom

TCP. UDP scans are slower and often require retries.
e Basic: nmap -sU <IP>

e lop Ports: nmap -sU -top-ports 20 <IP>

e Combined TCP+UDP: nmap -sS -sU <IP>

e Aggressive Versioning: —-version-intensity 9

Quick Host Information

E!ommangs use! to gatger gasic metaaa,ta agout a gost WitEOUt per!orming

a tull scan. These are usetul for quick reconnaissance.

e Reverse DNS: nmap -sL <IP>

e ‘[raceroute: nmap -traceroute <IP>
e Ping only: nmap -sn <IP>

e ARP only: nmap -PR <IP>

Targeting & Output
E!ontro‘s Eow targets are supp‘ieg ana gow scan resu'ts are saveg. 1 Eese

options help automate and document scanning.

e [nput List: nmap -iL targets.txt
e Specific Port: nmap -p 22 <IP>

e Port Range: nmap -p 1-1000 <IP>
e Qutput Normal: —-oN scan.txt

e Grepable: —oG scan.grep

e All Formats: —oA scan

Firewall & IDS Evasion
Tecgniques usea to gypass or con!use grewaHs ana Intrusion aetection Sys-

tems. These options help avoid detection or filtering.

e Fragment Packets: —f

® Decoys: =D RND:10

e Source Port Spoof: —source-port 53
e Bad Checksums: —badsum

e MAC Spoofing: —spoof-mac <vendor>

Output Formats

| gi%erent !ormats !or exporting scan resu‘ts !or ana‘ysis or automation. ‘ gese

formats support scripting and reporting.

e Normal: —oN scan.txt
e Grepable: —oG scan.grep
o XML: -0oX scan.xml

e All Formats: —oA scan

Common Errors & Meanings
Frequent H map warnings an! Wgat tgey typica”y ingicate. Tgese ge‘p trou-

bleshoot unexpected scan results.

e Host seems down - ICMP blocked; try -Pn

e A1l ports filtered - firewall dropping probes

e No exact 0S matches - insufficient open/closed ports
e UDP scan slow - normal; UDP requires retries

e Insufficient privileges - use sudo

When to Use Each Scan Type

g quicg guiAe to CgOOSng tge riggt scan !or tﬂe situation. Eacg scan type

has strengths depending on the environment.

e -sS - stealthy and fast

e —sT - use without raw sockets
e -sA - map firewall rules

e —sU - discover UDP services

e —-sC - safe default enumeration

e -A - full recon when noise is acceptable
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Nmap Scripting Engine (NSE)

5 power!u‘ system !or automating enumeration an! Vu‘neragi‘ity cgecgs.

NOE extends Nmap’s capabilities with hundreds of scripts.

e Default Scripts: nmap -sC <IP>

e Vulnerability Scan: nmap -script vuln <IP>

o HI'I'P Enum: nmap -script http-enum -p 80 <IP>

e SSH Algorithms: nmap -script ssh2-enum-algos -p 22 <IP>
e SMB Enum: nmap -script smb-enum-shares -p 445 <IP>

e Script Path: /usr/share/nmap/scripts/

Script Execution Tips

scripts ettectively.

elps avold common mistakes
and improve results.

e Use —sV with scripts for better matching

e Combine —script with -p to limit scope

o Use —script-help <name> to preview script usage

e Avoid intrusive scripts on production systems

Useful NSE Categories

Egroups O! SCI1pts organise! gy purpose to simp'i!y Se‘ection. !!acg category

targets a specific type of task.

e vuln - scripts that check for known vulnerabilities

e safe - non-intrusive scripts that do not affect the target

e auth - scripts that test or enumerate authentication methods

e discovery - scripts that gather information about hosts and services

e intrusive - aggressive scripts that may disrupt services

Service-Specific Scans

‘argeteg scans !or common services to extract aetai’ea in!ormation. ‘ Eese

help identity misconfigurations or weaknesses.

e SMB: -script smb-enum-shares -p 445
o HI'T'P: —script http-title,http-enum -p 80,443
e SSH: -script ssh2-enum-algos -p 22

e DN5: -sU -p 53 -script dns-recursion

Scan examples

Ere— Bui‘t scanning patterns !or COMIMON reconnalssance scenarios.

e Full Recon: nmap -A -p- <IP>

e Fast Recon: nmap -T4 -F <IP>

e Web Server: nmap -sV -script http-enum -p 80,443 <IP>
e SMDB Audit: nmap -sV -script smb-vuln* -p 445 <IP>

e Stealth: nmap -sS -T2 <IP>

Scan Workflow

simple sequence to structure reconnailssance frrom lght to deep scanning.

S

e Step 2: Fast port sweep (-F

e Step 3: Full TCP scan (-p-

e Step 4: Service detection (-sV)
o Step 5: OS detection (-0)

e Step 6: Scripted enumeration (-sC)

e Step 1: Host discovery (-sn)
)




